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ABSTRACT
In its simplest form, a peer-to-peer (P2P) network is created when two or more PCs are connected and
share resources without going through a separate server computer. A P2P network can be an ad hoc
connection-a couple of computers connected via a Universal Serial Bus to transfer files. A P2P network
also can be a permanent infrastructure that links a half-dozen computers in a small office over copper
wires. Or a P2P network can be a network on a much grander scale in which special protocols and
applications set up direct relationships among users over the Internet.

INTRODUCTION

The initial use of P2P networks in business
followed the deployment in the early 1980s of
free-standing PCs. In contrast to the mini
mainframes of the day, such as the VS system
from Wang Laboratories Inc., which served up
word processing and other applications to dumb
terminals from a central computer and stored files
on a central hard drive, the then-new PCs had self-
contained hard drives and built-in CPUs. The
smart boxes also had onboard applications, which
meant they could be deployed to desktops and be
useful without an umbilical cord linking them to a
mainframe.

Many workers felt liberated by having dedicated
PCs on their desktops. But soon they needed a way
to share files and printers. The obvious solution
was to save files to a floppy disk and carry the
disk to the intended recipient or send it by
interoffice mail

MATERIALS AND METHODS

That practice resulted in the term "sneaker net."
The most frequent endpoint of a typical sneaker
net was the worker who had a printer connected to

Int ] Cur Res Rev, Nov 2013/ Vol 05 (21)

his machine. While sneaker nets seemed an odd
mix of the newest technology and the oldest form
of transportation, the model is really the basis for
today's small P2P work groups. Whereas earlier
centralized computing models and today's
client/server systems are generally considered
controlled environments in which individuals use
their PCs in ways determined by a higher
authority, a classic P2P workgroup network is all
about openly sharing files and devices. In general,
office and home P2P networks operate over
Ethernet (10M bit/sec.) or Fast Ethernet (100M
bit/sec.) and employ a hub-and-spoke topology.
Category 5 (twisted-pair) copper wire runs among
the PCs and an Ethernet hub or switch, enabling
users of those networked PCs access to one
another's hard drives, printers or perhaps a shared
Internet connection.

BOTH CLIENT AND SERVER

In effect, every connected PC is at once a server
and a client. There's no special network operating
system residing on a robust machine that supports
special server-side applications like directory
services (specialized databases that control who
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has access to what). In a P2P environment, access
rights are governed by setting sharing permissions
on individual machines.

For example, if User A's PC is connected to a
printer that User B wants to access, User A must
set his machine to allow (share) access to the
printer. Similarly, if User B wants to have access
to a folder or file, or even a complete hard drive,
on User A's PC, User A must enable file sharing
on his PC. Access to folders and printers on an
office P2P network can be further controlled by
assigning passwords to those resources.

TRENDS AND IMPACT

The first appearance of open source systems such
as Napster in 1999 radically changed file-sharing
mechanisms. The traditional client-server file
sharing and distribution approach using protocols

like FTP (File Transfer Protocol) was
supplemented with a new alternative — P2P
networks. At the time, Napster was used

extensively for the sharing of music files. Napster
was shut down in mid-20012 due to legal action
by the major record labels.

The shutting of Napster did not stop the growth of
P2P applications. A number of publicly available
P2P systems have appeared in the past few years,
including Gnutella, KazZaA, WinMX and
BitTorrent, to name but a few. From analysis of
P2P traffic in 2007, BitTorrent is still the most
popular file sharing protocol, accounting for 50-
75% of all P2P traffic and roughly 40% of all
Internet traffic3.

P2P technology is not just used for media file
sharing. For example, in the bioinformatics
research community, a P2P service called
Chinook4 has been developed to facilitate
exchange of analysis techniques. The technology
is also used in other areas including IP-based
telephone networks, such as Skype5, and
television networks, such as PPLive6. Skype
allows people to chat, make phone calls or make
video calls. When launched, each Skype client acts
as a peer, building and refreshing a table of
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reachable nodes 7 in order to communicate for
chat, making phone calls or video calls. PPLive
shares live television content. Each peer
downloads and redistributes live television content
from and to other peers8.

GOVERNANCE AND REGULATIONS

In the U.S., a number of politicians have raised
concerns about possible threats to national security
due to P2P network technology. The possibility of
accidental leaks of classified information by
government officers to foreign governments,
terrorists or organized crime via P2P file sharing
programs has prompted a view that “new laws and
rules should be enacted to protect personal
information held by federal agencies and other
organizations”. The proposal does not restrict P2P
networks as a whole, but attempts to strike “a
balance that protects sensitive government,
personal and corporate information and copyright
laws™9.

A P2P network itself is only a form of technology,
and is not related to disputes over content and
intellectual property rights. However, there have
been court cases in Hong Kong against illegal P2P
activities. In 2005, a Hong Kong resident was
convicted of Peer-to-peer Network Page 7 of 14
breaching the Copyright Ordinance by uploading
illegal copies of copyrighted works to the Internet
using the BitTorrent peer-to-peer file sharing
program, and making files available for download
by other Internet users10.

SECURITY THREATS

A P2P network treats every user as a peer. In file
sharing protocols such as BT, each peer
contributes to service performance by uploading
files to other peers while downloading. This opens
a channel for files stored in the user machine to be
uploaded to other foreign peers. The potential
security risks include:

1. TCP ports issues

Usually, P2P applications need the firewall to
open a number of ports in order to function
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properly. BitTorrent, for example, will use TCP
ports 6881-6889 (prior to version 3.2). The range
of TCP ports has been extended to 6881-6999 as
of 3.2 and later16. Each open port in the firewall is
a potential avenue that attackers might use to
exploit the network. It is not a good idea to open a
large number of ports in order to allow for P2P
networks.

2. Propagation of malicious code such as viruses
As P2P networks facilitate file transfer and
sharing, malicious code can exploit this channel to
propagate to other peers. For example, a worm
called VBS. Gnutella was detected in 2000 which
propagated across the Gnutella file Peer-to-peer
Network Page 10 of 14

sharing network by making and sharing a copy of
itself in the Gnutella program directory17.
Algorithm 1: Building Hierarchical Summaries
. for each peer

. for each document

. Generate its vector vd by VSM

. Generate peer weighted term dictionary vp

. for each document vector vd

. transform it into D(vp) dimensionality

. generate high-dimensional point for vd by SVD
. Pass vp to its super peer

. for each super peer

10. Generate group weighted term dictionary vs
11. for each vp

12. transform it into D(vs) dimensionality

13. generate high-dimensional point for vp by
SVD

14. Pass vs to other super peers

15. Generate global weighted term dictionary vn
16. for each vs

17. Transform it into D(vn) dimensionality

18. Generate high-dimensional point for vs

© 00 NO Ol b WN -

RESULT AND DISCUSSION

While P2P networks open a new channel for
efficient downloading and sharing of files and
data, users need to be fully aware of the security
threats associated with this technology. Security
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measures and adequate prevention should be
implemented to avoid any potential leakage of
sensitive and/or personal information, and other
security breaches. Before deciding to open firewall
ports to allow for peer-to-peer traffic, system
administrators should ensure that each request
complies with the corporate security policy and
should only open a minimal set of firewall ports
needed to fulfil P2P needs. For end-users,
including home users, care must be taken to avoid
any possible spread of viruses over the peer-to-
peer network.
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